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Executive Summary

Since entering the market in 2013, VMware NSX has often been viewed as a technology built for large
enterprises with seasoned teams and deep technical skill sets. Powerful and complex were the words
most commonly associated with it. As the technology evolved, a different picture began to emerge.
With clear design boundaries and the right expertise, NSX has proven to be stable, approachable, and
as viable as any other core networking solution in the market today.

Recent changes from Broadcom are now reshaping the NSXlandscape entirely. With the shift to
VVCF-only (VMware Cloud Foundation) licensing, thousands of organizations face forced upgrades,
rising subscription costs, and accelerated timelines. CIOs who invested heavily in perpetual licenses
now find themselves without flexibility or choice, two essentials for long-term IT strategy.

This whitepaper explores how Spinnaker Support helps organizations regain control of their NSX
environments, and in the process, preserving investments, maintaining security, while simplifying
operations without vendor dependency.

Driven by the core areas of value and control, security and resilience, and methodology, this paper
outlines the clarity, stability, and confidence Spinnaker brings to NSX environments in a rapidly
evolving VMware ecosystem.
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When Control Was Taken Away

The Broadcom acquisition of VMware introduced several significant changes, including a major shift
in how VMware’s core products are packaged. NSXis now part of the VMware Cloud Foundation
subscription model, a change that effectively eliminates standalone NSX offerings and ends perpetual

license support.

For organizations using NSX for networking, routing, and firewall capabilities, this shift has created
real disruption. Environments that were stable and well-planned suddenly face uncertainty,
and the resource investments and migration timelines have been pushed aside by a new

subscription-driven approach.

This is a fundamental departure from how many customers have operated their environments for years,
and it places unnecessary pressure on organizations that do not need the full VCF suite. As one NSX
engineering lead explained, “Customers do not need VCF. They just need NSX. With Spinnaker, they are
free to keep what works and remain on their existing environment for as long as it serves them.”

In the new OEM model, NSXlicensing and
support are only available through the VMware
Cloud Foundation bundled subscription.

For many organizations, this shift has been
frustrating. It forces them into a package filled
with features they do not need at a price point
they never planned for. Perpetual licenses, once
the foundation of long-term strategy, nolonger
carry the operational value ClOs relied on.

For teams that built stable, well-running NSX
environments, this change can feel like losing
control of both budget and roadmap.

But there is another path. With Spinnaker
Support, organizations can continue running the
NSX environment they trust, avoid unnecessary
expenses, and protect the investments they
worked hard to build.

With support offered through Spinnaker, our
customers can continue using NSX 3.x with
vSphere 7 or NSX 4.x with vSphere 8 beyond
Broadcom’s official end-of-support dates in
2025 and 2027. More importantly, they regain
control of their budget and are allowed the
freedom of choosing upgrades and migrations
that align with their needs.
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Perpetual licenses retain long-term value.
Forced renewals and bundled subscriptions are eliminated.
Migration timing is defined by business need, not vendor pressure.

Teams can scale operations without scaling NSX-specific headcount.

The resultis true IT sovereignty: control over cost, timing, and risk.

Getting maximum value from NSX means focusing the capabilities that matter most in real-world
environments. Most organizations use a subset of its capabilities including the following:

= Tier-1Routers manage east-west traffic inside the data center.
= Tier-0 Routers handle north-south connections to the physical network using BGP routing.

= Core functions such as Distributed Firewall (DFW), NAT, and VPN enable strong segmentation
and connectivity.

With proper design, clear architecture, and disciplined management, NSX becomes a modular,
manageable, and predictable system. Spinnaker Support can help build this type of environment,
one where organizations thrive. Our engineers have implemented and optimized hundreds of such
instances, driving recognizable value in the process.

Spinnaker Support, LLC — All Rights Reserved. @ 5



SIMPLIFYING NSX SUPPORT SPINN KER

SUPPORT

An NSX environment doesn’t have to be complex. But just
because itisn’t complex, that doesn’t mean it lacks the
power to manage complex needs. A right-sized technology
that’s scalable, cost-effective, and easy to manage
long-term under a third-party model where fundamentals
are the focus, not expensive upgrades, is ideal.

Today’s IT landscape sees ClOs balancing two competing
priorities: modernization and cost containment. Upgrades
are costly and each one erodes ROl and stability and an
environment where change is the constant leaves users
vulnerable to a wide range of risks including bugs and
configuration challenges among other things. Maintaining
support on proven versions allows organizations to:

= Extending stable infrastructure lifespan

= Avoiding the resource drain that stems from
unnecessary upgrades

= Maintaining predictable support cost structures

Before any additional spend, an organization should ask if
the ROI the purchased feature brings is worth it. In most if
not all cases, that answer is a resounding no, meaning the
investment is unwarranted, but what can be done when the
decision is taken out of the organization’s hands?

With Spinnaker, the choice, the power if you will, moves
back to the organization where it should reside. Using
Spinnaker, customers maintain critical systems as long as
necessary while planning migrations at a pace that aligns
with their broader digital strategy. This combination of
control and flexibility turns NSX from a cost burdeninto a
true strategic asset.

ClOs face more than technical challenges; they also face
strategic constraints. With Spinnaker, going it alone
becomes a thing of the past as now they’re operating with
a strategic partner, capable of removing the guesswork and
helping them confidently navigate difficult terrain.

Our approachis rooted in stewardship that protects
investments, optimizes systems, and fosters long-term
planning. With that, no matter if your goal is to stabilize,
migrate, or modernize, Spinnaker provides the ideal
foundation for sustainable success.
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Understanding NSX’s Security Role

VMware NSX is far more than just a virtual network manager. It serves as the backbone of many
organizations’ zero-trust and micro-segmentation strategies. The distributed firewall and
policy-based controls found in NSX provides isolation and protection across workloads and for some,

it’s where their security perimeter resides.

NSX acts as a security perimeter also makes it a single point of exposure. This means that when
vulnerabilities appear, multiple layers of the stack are affected: the management plane, the control
plane, and the data plane. One misstep, one single misconfiguration or unpatched flaw can expose

your environment to widespread risk.

OEM support relies heavily on patch cycles

and while patches are important, employing
them as the primary line of defense is a losing
proposition. This approach can delay protection
and leave an environment open to a wide range
of unnecessary risks. A patch-first philosophy
also forces IT teams to operate in a reactive
mode while also creating vendor dependencies.
This cycle traps ClOs and the IT teams that
support them into a weakened posture where
they’re reacting, taking a wait and see approach
as opposed to being strategic and proactive in
their planning.

Spinnaker Support takes a more resilient
approach. We focus on mitigating risk
immediately and hardening the environment
continuously, instead of waiting for a future
patch window.

Our NISX engineering lead explains:

“We focus on understanding the vulnerability,
applying the right mitigation first, and
strengthening the environment so customers
remain protected. Patches matter, but they are
not the only way to defend critical systems.”

By analyzing vulnerabilities in context and
applying compensating controls to the affected
layer, we reduce exposure quickly and maintain
operational stability. Patches are incorporated
when appropriate, while security posture
remains strong throughout the lifecycle.
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Spinnaker’s Security and Vulnerability Management service focuses on strengthening environments
through immediate risk reduction and ongoing hardening rather than relying exclusively on
vendor patch cycles. This creates a security posture rooted in resilience, defense-in-depth, and
operational continuity.

OUR APPROACH INCLUDES:

1. Vulnerability Analysis
Each vulnerability is examined in detail to understand how it behaves within NSX and
related VMware components. Our engineers review vendor guidance and additional
security intelligence sources, including NVD, to determine severity, impact, and
operational considerations.

. Targeted Mitigation
We develop compensating controls that minimize risk without disrupting operations.
These measures can include configuration tuning, rule refinement, and segmentation
adjustments to prevent threat actors from reaching vulnerable components. The
goalis to strengthen defenses immediately, so customers remain protected while
maintaining usability.

. Validation and Documentation
Mitigations are aligned to recognized security control frameworks, including NIST SP
800-53 controls and relevant MITRE ATT&CK techniques. We reference applicable CVE
identifiers, VMware Security Advisories (VMSA), and industry intelligence to provide
traceability and context. Although we do not reproduce attacks in alab environment,
we perform extensive research and apply best-practice controls to address each
vulnerability with precision.

. Continuous Hardening
Beyond point-in-time fixes, Spinnaker conducts periodic security configuration audits
to identify misconfigurations, weak access controls, and segmentation gaps. Clients
receive actionable recommendations that enhance long-term resilience, strengthen
zero-trust posture, and support defense-in-depth maturity across the NSX platform.

The result is a secure, compliant environment that stays resilient between patch cycles. Instead of
waiting for vendor releases, customers maintain a strong security posture and reduce the operational
risk that often accompanies rapid patch deployment.
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MAINTAINING COMPLIANCE CONFIDENCE

For many organizations, NSX plays a critical role for meeting regulatory and audit requirements that
rely on segmentation, access control, and secure traffic enforcement. Certain standards including
PCI-DSS and ISO 27001 require strong network isolation and rigorous security controls across
virtualized environments.

Spinnaker helps customers maintain the aforementioned compliance objectives by ensuring that NSX
remains healthy, properly configured, and protected from vulnerabilities. Our role is simple: to help
customers operate the platform in a secure, resilient, and auditable state, thereby allowing the controls
to continue functioning as intended.

Our engineering and security teams assist organizations in a number of ways including:
=  Recommendations and best practices that strengthen secure configurations and access controls

= Documentation outlining mitigation steps and configuration guidance tied to relevant CVE
identifiers and security control objectives

= Support for audit readiness through configuration baselines and activity records that demonstrate
ongoing security governance within NSX

Instead of relying on vendor patch windows or broad upgrade cycles, Spinnaker is different. We
work diligently to help customers maintain a stable and secure NSX environment that aligns with
compliance expectations while at the same time, reduces operational risks. This simplified process
makes it easier for organizations to prepare for audits and maintain necessary certification statuses
while retaining full control of their platform lifecycle.

OPERATIONAL RESILIENCE DURING CRITICAL EVENTS Our process emphasizes continuity first:

An NSX failure is a nightmare, with downtime that
can halt a business entirely. When one occurs,

it often triggers a cascade of issues, including
segmentation failures, firewall corruption, and = Isolation of the affected plane to keep
even edge cluster outages that isolate workloads unaffected layers running.

and expose sensitive traffic.

Rapid triage by senior NSX engineers,
not generalists.

= Mitigation through configuration or

Spinnaker’s engineers are capable of managing topology adjustment to restore service quickly.
even the most challenging NSX failures. They )
offer hands-on experience and a familiarity with * Root-cause analysis to prevent recurrence.

complex scenarios. Most of NSX specialists
employed by Spinnaker previously supported
enterprise customers as part of the VMware
technical support organization. These
backgrounds allow them to swiftly diagnose a
problem, communicate the needs clearly, and
most importantly, efficiently deploy remedies.

Because NSX’s architecture separates
management, control, and data planes,
Spinnaker often maintains traffic flow and

policy enforcement while repairs are underway.
Redundancy across NSX components, such

as active-standby edge nodes and the ability

to replace management plane nodes or apply
ESXi host-level mitigations, helps ensure that
workloads remain reachable and secure even in a
degraded state.
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Our approach shifts organizations from a weakened reactive mode to a powerful, strategic proactive
way of operating that positions them to create strategies that address challenges before they
occur. The mix of vulnerability intelligence, configuration discipline, and real-world troubleshooting
capabilities you’ll find with Spinnaker helps us deliver a scalable security posture that’s free from
vendor constraints and grows with your needs.

For ClOs, that means measurable benefits:

= Shorter exposure windows for new vulnerabilities.

= Fewer unplanned outages and patch-related regressions.
= Clear compliance evidence for auditors and regulators.

= Greater confidence in long-term NSX stability.

Security is not a race to apply the next patch. True protection comes from understanding risk across
the environment and putting the right controls in place so well-prepared mitigation measures can
protect against both current and future vulnerabilities. A patch-only mindset traps teams in an endless
cycle of updates without adding meaningful business value.
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From Complexity to Clarity

Most ClOs understand that NSX is a mission-critical
component. What many do not realize is how quickly
support can be transferred and sustained without
disruption. Spinnaker’s methodology was built
specifically for complex environments like NSX. It
combines automation, human expertise, and disciplined
documentation to create visibility and confidence that
often feels out of reach in complex environments.

Every Spinnaker engagement begins with an onboarding
process that uncovers the exact topology, configuration,
and health of the customer’s NSX environment.

We use two complementary approaches:

» Interactive Environment Review (=30 minutes)
During a guided session, our engineers gather details
about logical switches, Tier-0 and Tier-1routers,
distributed firewall policies, and edge clusters. We
identify how traffic flows, where redundancy exists, and
what custom integrations are in place.

= API-Driven Discovery
Automated scripts access NSX’s public APIs to extract
configuration data and produce a detailed system map.
This process captures routing tables, firewall rule sets,
NAT mappings, and overlay network relationships in
seconds.

The output is a precise snapshot of the environment’s
health and complexity. Any misconfiguration or
vulnerability is surfaced immediately.

“We know the product left, right, and center,” says our NSX
engineering lead. “Our goal is to guide the environment to
where it needs to be.”

This initial discovery lays the foundation for faster
troubleshooting and future optimization.
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When anissue occurs, Spinnaker’s escalation
model is straightforward and transparent. There
are no multi-tier handoffs or ticket deflections.
Every incident is handled by engineers who
specialize in NSX.

Our process:

= Direct Access: Customers reach certified
VVMware specialists immediately.

= Stabilize First: Engineers isolate the issue and
apply a workaround to restore operations.

= Root Cause Analysis: We identify
the technical origin, whether it is a
software defect, configuration drift, or
interoperability mismatch.

= Permanent Resolution: Once stability is
achieved, the team refines or replaces the
compensating control with a long-term fix.

= Documentation: Every action islogged and
validated against internal knowledge bases
for reuse across other customers.

Because our engineers understand NSX’s
three-plane architecture, they can contain the
failure to a single layer while keeping data traffic
and firewall enforcement active. Redundant
edges, distributed routing, and high-availability
controllers allow continuity even during a fault.

In most enterprises, NSX works closely with
vCenter, ESXi, and supporting services.

When these components remain aligned and
properly maintained, they form a stable and
predictable operating environment. Spinnaker
supports customers in sustaining this stability
rather than driving constant change or
unnecessary upgrades.

Spinnaker Support, LLC — All Rights Reserved.

Our role is to help customers operate within
known good compatibility boundaries,
maintain healthy communication between
components, and avoid configuration drift
that could introduce risk. When integration

or authentication issues arise, we focus on
identifying the source and guiding remediation
that preserves stability and avoids disruption.

Common examples include:

= Addressing configuration issues that trigger
APl authentication failures

= Resolving certificate or token expiration
thatimpacts communication between NSX
services and hosts

= Reviewing environmental changes that
could affect NSX communication paths or
network overlays

Spinnaker does not push customers into
upgrade cycles for issue resolution. Instead,

we help maintain operational continuity by
correcting configuration conditions and

keeping environments aligned with established
compatibility guidance. Our goalis to help
customers operate NSX reliably within supported
boundaries, without forcing unnecessary vendor
upgrades that increase cost and risk.

We keep NSX environments stable,
secure, and running at their best without
unnecessary upgrades.

(For clarity, the “Spinnaker Link” tool is not
part of the VMware offering and is not used in
NSX support.)
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ADVISORY SERVICES WITHOUT VENDOR BIAS

Technical support is only one part of the journey. As customers evaluate long-term IT strategy,
Spinnaker provides independent technical advisory to help them understand their options and make
informed decisions about the future of their NSX environment.

Our singular focus is to help customers understand what NSX delivers, where the platform aligns

with their business goals, and the value offered by elite operational support. In addition, we work to
uncover functionality overlaps, using technologies that may already exist in their stack. Lastly, we point
them to factors to consider when they deciding to explore changes in their broader virtualization or
network strategy.

Because we’re independent, our guidance focuses on performance, risk, operational impact, and
business value. We support customers in evaluating their direction, while recognizing that final
migration decisions and execution remain with the customer. When strategic discussions arise, we
work in close coordination with our consultancy teams to ensure that guidance is accurate, practical,
and aligned to supportable outcomes.

With this approach, Spinnaker acts not only as a support partner but also as a trusted technical
steward, helping organizations move forward with clarity and confidence in the path that serves their
business best.

OPERATIONAL DISCIPLINE AND DOCUMENTATION

Every aspect of Spinnaker’s service is designed to be verifiable.

Configuration Backups: Regular exports of NSX Manager, controller, and firewall
configurations are scheduled and archived.

Change Tracking: Each modification is documented, reviewed, and version-controlled to
ensure traceability.

Monitoring: Alerts and system alarms are monitored and escalated to the appropriate team
to ensure timely action and continued health of your environment.

g4 Q@

Reporting: Monthly summaries detail open issues, mitigations, and optimization
recommendations.

o
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This operational rigor gives ClOs and auditors full visibility into how their virtual network is being
managed. It also ensures that knowledge is never lost between engineers or support cycles.
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Conclusion: Confidence Through Simplicity

In the world of VMware NSX, complexity is optional. What is not optional is confidence.
Spinnaker Support provides both.

We help organizations extend the life of proven NSX environments, avoid forced migrations, and
maintain compliance and security without constant vendor intervention. Our engineers bring the
experience of former VMware professionals combined with the objectivity of an independent partner.

WITH SPINNAKER SUPPORT, YOU GAIN:

= Predictable operating costs and preserved license value.

= A secure environment hardened against zero-day threats.

=  Documentation and audit evidence that prove compliance.
= Expert guidance for your next modernization step.

When you are ready to move forward, whether upgrading to NSX 4, expanding to vSphere 8, or
exploring new platforms, Spinnaker will guide the process from start to finish. Until then, your
existing systems stay stable, supported, and entirely under your control.
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Schedule a complimentary NSX environment review with Spinnaker Support. Our VMware experts will
evaluate your current architecture, identify optimization opportunities, and provide a clear plan for
securing and sustaining your network on your terms.

To learn more, visit
Visit www.spinnakersupport.com/vmware or Contact Us | Spinnaker Support to begin.
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